IN THE UNITED STATESDISTRICT COURT
FOR THE DISTRICT OF SOUTH CAROLINA
CHARLESTON DIVISION

DirecTV, Inc., aCdifornia corporation,

)
)
Plaintiff, )

) C.A. No. 5:03-0045-18
V. )
)

Wyman Murray, ) ORDER

)
Defendant. )
)

|. Background

Faintiff, DirecTV, Inc. (plaintiff or “DirecTV"), brought this action on January 6, 2003,
againg defendant, Wyman Murray (defendant or “Murray”), dleging violations of the Federd
Communications Act of 1934, 47 U.S.C. 8§ 605(a); the Electronic Communications Privacy
Act of 1986, 18 U.S.C. 88 2511, 2512, and 2520; and conversion under South Carolina
common law.

On July 9, 2003, defendant filed amotion for summary judgment arguing thet plaintiff
cannot prove that he actudly intercepted its satellite Ssgnd and, therefore, has no cdlaim againg
defendant under 47 U.S.C. § 605(a) or 18 U.S.C. 88 2511 and 2520. Defendant also moved
for summary judgment on plaintiff’s converson clam. On July 28, 2003, defendant filed an
additional motion for summary judgment on plaintiff’s cdlam under 18 U.S.C. § 2512 arguing
that 8 2512 does not provide for a private right of action.

All motions were heard by Magistrate Judge Robert S. Carr on September 10, 2003,



and he issued a Report and Recommendation (the “ Report”) on October 3, 2003,
recommending that dl of defendant’s motions for summary judgment be granted. On October
21, 2003, plaintiff filed objections to the magistrate judge s Report, and defendant responded
on October 28, 2003. The objections are now before this court for review.

1l. Standard of review

This court is charged with conducting a de novo review of any portion of the magigtrate
judge' s Report and Recommendation to which a specific objection is registered and may
accept, rgect, or modify, in whole or in part, the recommendation contained in that report. 28
U.S.C. §636(b)(1). A party’sfailureto object is accepted as agreement with the conclusions
of the magidrate judge. Thomasv. Arn, 474 U.S. 140 (1985). Thiscourt is not required to
review under a de novo standard, or any other standard, the factud findings and legd
conclusions of the magigtrate judge to which the parties have not objected. Id. at 149-50.
Generd objectionswill not suffice to obtain judicid review of amagidrate judge s findings.

Howard v. Sec'y of Hedlth & Human Servs,, 932 F.2d 505, 508-09 (6th Cir. 1991).

1. Pertinent facts

The only factud points relevant to this review involve the circumstances under which
plaintiff obtained certain business records of a company caled Whiteviper Technologies
(“Whiteviper”). Whiteviper was apparently a dealer in eectronic devices designed to skirt
encryption techniques and asss in pirating plaintiff’ s satellite sgnds. Whiteviper’s busness
records were seized in a series of raids that took place in Cdifornia prior to thislitigation.

Paintiff submits that Whiteviper’'s records show that defendant purchased certain eectronic



devices whose sole purpose is to intercept plaintiff’s satellite sgnd. Plaintiff seeksto usethis
evidence as its main proof that defendant violated the above-mentioned statutes. The
magistrate judge concluded that these records and the statements purporting to verify their
admissbility in court were inadequate; therefore, plaintiff did not have enough evidence to
survive defendant’ s maotion for summary judgment. The dominoes dign as follows: the success
of defendant’s motion for summary judgment depends on the vaidity of an affidavit and
declaration submitted by plaintiff (collectively referred to as the “ Satements’); the legitimacy of
the statements turns on the admissibility of the Whiteviper records, and the admissibility of the
Whiteviper records turns on Federa Rules of Evidence 803, 901, and 902.

The rdlevant atements came about as follows. Asaresult of the Whiteviper raids and
the subsequent civil and crimind actions, Derek Trone (“Trone”), the records custodian for
Whiteviper, made declarations regarding the seized Whiteviper records to plaintiff’s attorneys
for usein civil actions such as the one before this court. Trone's declaration bearsthetitle
“BUSINESS RECORDS AFFIDAVIT,” and gtates, in pertinent part:

| was the Custodian of Business Records for the business operated as

Whiteviper Technologies on or about the time | turned over filesto my

attorneys which were eventudly provided to DIRECTV. ... Itwas

represented to me that the information provided to me on CD Rom by the firm,

Y armuth Wilsdon, Cafo, which is attached hereto as Exhibit A isa

reproduction of the information | turned over to my attorneys.

Provided that these records contained in the attached Exhibit A are those which

were turned over to DIRECTV in the form of email records. (1) each and every

of these records were business records kept in the course of the regularly

conducted activity by Whiteviper Technologies, (2) the records were made in

the regular course of business of Whiteviper Technologies, (3) | an among
those who had possession, custody, control or access to these business



records; (4) it wasin the regular course of business of Whiteviper Technologies
for an employee or representative of Whiteviper Technologies with persond
knowledge of the acts, events, statements, conditions, or business studies, to
meake the aforementioned records or to transmit information thereof to be
included in such business records; (5) the attached business records in Exhibit
A were made at or near the time of the occurrences of the matters set forth by,
or from information transmitted by, a person with knowledge of those matters;
(6) these business records were then transmitted to and stored and kept in the
custody of Whiteviper Technologies and remain records of Whiteviper
Technologies until turned over to my attorney during the above-referenced
litigation; and (7) the attached records are exact duplicates of the origina
records.

(Trone Dedl. a 1-2.) Thedeclaration is not notarized, but states that it was executed “outside
of the United States and states that under penaty of perjury under the laws of the United States
of Americathat the foregoing istrue and correct,” and bears the date and Trone' s signature.
Furthermore, Michadl Houck (“Houck™), apardegd from Yarmuth Wilsdon Cafo PLLC,
swore that he received the business records that were produced to Trone' s attorneys “on a
compact disk viaovernight mail.” (Houck Aff. at §4.) Houck aso dates that the two records
in question in this case are “true and accurate coplies] of the emails on [the above-mentioned]
disk.” (Houck Aff. a 116-7.)
IV. Analysis

Asdluded to, some of plaintiff’s objections to the magistrate judge’ s report are purely
legal objections and do not require fact-specific inquiry. The court addresses these purdly lega
concernsfird.

A. Conversion and 18 U.S.C. § 2512

Firgt, plaintiff did not make any specific objections to the magistrate judge' s



recommendation that defendant’ s motion for summary judgment be granted with regard to
plantiff’ s converson clam; therefore, defendant’s motion will be granted on that issue.

Next, plaintiff objects to the magidrate judge s recommendation to grant defendant’s
motion for summary judgment on plaintiff’s 18 U.S.C. § 2512(1)(b) cause of action based on
the magidtrate judge’ s conclusion that this section does not provide a private right of actionin

the Fourth Circuit under the holding of Flowersv. Tandy Corp., 773 F.2d 585 (4th Cir. 1985).

(Mag. JudgesR& Rat1n.l)

DIRECTV contends that the § 2512(1)(b) claim remains viable because § 2520 of the
Electronic Communications Privacy Act of 1986, 18 U.S.C. 88 2510 et seq., creates aprivate
cause of action for violaions of the crimind gatute. In arguing that a private right of action
remains under 8 2512, plaintiff first relies upon the fact that 8 2520 (the enforcement provision
of the Electronic Communications Privacy Act) was amended in 1986 and further notes that
some digtrict courts have recently determined that 8 2520, as amended, confers a private right
of action to sue under § 2512.

Section 2512 provides, in pertinent part:

8§ 2512. Manufacture, digtribution, possession, and advertisng of wire, ord or

€lectronic communication intercepting devices prohibited.

(1) Except as otherwise specificaly provided in this chapter, any person who
intentionally—

(b) manufactures, assembles, possesses, or sdlls any eectronic, mechanicd, or
other device, knowing or having reason to know that the design of such device
rendersit primarily ussful for the purpose of the surreptitious interception of
wire, ora, or dectronic communications, and that such device or any
component thereof has been or will be sent through the mail or transported in
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interstate or foreign commerce; . . . shdl be fined under thistitle or imprisoned
not more than five years, or both.

18 U.S.C. § 2512(1)(b). Section 2512 clearly provides for only crimind liability. The question

iswhether any other statute authorizes a private cause of action againgt violators of § 2512(b).

When Howers was decided in 1985, 8 2520 provided that:

any person whose wire or oral communication is intercepted, disclosed or used
in violaion of this chapter shdl (1) have acivil cause of action agang any
person who intercepts, discloses, or uses, or procures any other person to
intercept, disclose, or use such communications, and (2) be entitled to recover
from any such person.

18 U.S.C. § 2520 (as amended Pub. L. 91-358, Title I, § 211(c), duly 29, 1970).
Fowers concluded that a private right of action to sue under 8 2512 did not exist because,

Though § 2520 provides an action for any person whose communication is
“intercepted, disclosed or used in violation of this chapter,” the language
defining the class of persons ligbleis not comparably broad. The Statute
expresdy limits those againg whom the private action lies to the person who
“intercepts, discloses, or uses, or procures any other person to intercept,
disclose or use such communications” This language tracks very closely the
crimina offenses set out in § 2511, whereas the crimind offenses set out in §
2512 are defined in such terms as “ manufacture,” “assemble,” “possess,” and
“sdl.” The expresslanguage of 8§ 2520 is therefore not susceptibleto a
congtruction which would provide a cause of action against one who
manufactures or sdllsadevice in violation of

§ 2512 but does not engage in conduct violativeof § 2511 .... §2512
appears to have been designed for benefitting the public as awhole by
removing such devices from the market . . . . Therefore, we hold that

§ 2512 provides by implication no private cause of action against the sdller or
manufacturer of adevice primarily useful for wiretapping.

Flowers, 773 F.2d at 589 (emphasisin original).

As plaintiff observes, § 2520 was amended subsequent to the Flowers decision to




reed, “any person whose wire, ord or eectronic communication is intercepted, disclosed, or
intentionally used in violation of this chapter may in acivil action recover from the person or

entity . . . which engaged in that violation such relief as may be appropriate.” 18 U.S.C. 8§

2520(a) (emphasis added). This development has persuaded severa digtrict courts to conclude
that a private right of action existsunder § 2512. Plaintiff, of course, cites and discusses severd
decisons reaching this concluson.

While plaintiff’s argument has been accepted in other didricts, however, it has recently

been rgected by didtrict courts within this circuit. See DIRECTV, Inc. v. Woods et &, No.

5:03-CV-3-BR(3) (E.D.N.C. Oct. 28, 2003) (granting defendant’s motion to dismiss because
“the amended § 2520 does not create a private cause of action for violations of § 2512”);

DIRECTV, Inc. v. Amato, 269 F. Supp. 2d 688, 688 (E.D. Va. 2003) (same). Indeed,

Amato provides athorough and religble andysis on thisexact issue. In that decision, the didtrict
court examined the amendments made to § 2520 and nevertheless determined they had no
effect upon the ultimate conclusion of Flowers that no private right of action exists under §
2512(b)(1). Noting that dthough § 2520 has been amended three times' since Flowers, the
Amato court observed that because § 2512(1)(b) merely relates to the possession of a device,

as opposed to possession and use of adevice (which is governed by § 2511), the amendments

have not affected the logic of the Flowers decison. Rather, as stated in Amato:

! Amato noted that the most significant of these amendments was that which dtered the
first paragraph of 8 2520 to read: “Any person whose. . . eectronic communication is
intercepted, disclosed, or intentionally used in violation of this chapter may in acivil action
recover ....” Amato, 269 F. Supp. 2d at 690 (quoting 18 U.S.C. § 2520(a)).
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[T]he Flowers Court found that the use of an eavesdropping device, as
outlawed by § 2511, crestes avictim, thereby justifying a private cause of
action, but the mere possession of such adevice, asbarred by § 2512, creates
no individualized harm and, thus, no judtification for private recovery. Stated
another way, aplaintiff must alege the unlawful possesson and use of
eavesdropping equipment in order to maintain a cause of action under § 2511,
but the mere possession of that equipment, done, affords no civil recovery
under either code section. Consequently, it is the opinion of this Court that the
Fourth Circuit'sholding in Flowers, that no private cause of action lies under 8
2520 for violation of § 2512, has not been affected by subsequent statutory
amendments.

Amato, 269 F. Supp. 2d at 691.

This conclusion, of course, is correct in observing that 8 2512(1)(b) (outlawing the
intentiona manufacture, assembly, possession or sale of pirating devices) and § 2511
(outlawing the act of interception itself) are facidly different in that they regulate separate
activities (i.e., mere possession vs. interception and possession by way of implication).
Accordingly, this court is of the opinion that Amato is correct in its adherence to the current and
prevailing precedent within this circuit and, as such, the court can find no reason for parting with
the recent didrict court decisons within this circuit as plaintiff

requests.

B. 47 U.S.C.8605and 18 U.S.C. § 2511

Findly, the surviva of plaintiff’sfind two causes of action turns on the Whiteviper
records and the sufficiency of the statements made by Trone and Houck. The magistrate judge
found that:

The affidavits of Trone and Houck are insufficient to verify and authenticate [the
Whiteviper records).



the affidavits explaining the [Whiteviper records] are not based on persona
knowledge, but representations of others. They areinadequate. Further, the
[Whiteviper records] themselves are not sworn to or certified. In short, the
[Whiteviper records] do not riseto the level of evidentiary qudity and alone
may not be used to withstand summary judgment.

(Mag. Judge€sR & Ra 9n.2, 10.) The magidtrate judge’ s concerns are well-justified. Rule
56(e) of the Federa Rules of Civil Procedure provides, in pertinent part:

Supporting and opposing affidavits shall be made on persond knowledge, shal
et forth such facts as would be admissible in evidence, and shdl show
affirmatively that the affiant is competent to testify to the matters stated therein.
Sworn or certified copies of dl papers or parts thereof referred to in an affidavit
shall be atached thereto or served therewith.

Fed. R. Civ P. 56(e). A cdose cousin of the Rule 56 affidavit isfound in § 1746 of Title 28 of
the United States Code, which provides, in pertinent part:

Wherever, under any law of the United States or under any rule, regulation,
order, or requirement made pursuant to law, any matter is required or permitted
to be supported, evidenced, established, or proved by the sworn declaration,
verification, certificate, latement, oath, or affidavit, in writing of the person
making the same (other than a depogtion, or an oath of office, or an oath
required to be taken before a specified officid other than anotary public), such
matter may, with like force and effect, be supported, evidenced, established, or
proved by the unsworn declaration, certificate, verification, or Satement, in
writing of such person which is subscribed by him, as true under pendty of
perjury, and dated, in subgtantialy the following form:

(1) If executed without the United States: "I declare (or certify, verify, or
date) under penaty of perjury under the laws of the United States of America
that the foregoing is true and correct. Executed on (date).

(Sgnaure)"

28 U.S.C. § 1746. Tron€ s declaration was made outsde of the United States and contains



the significant language from § 17462 Houck's affidavit is at least proper on its face; therefore,
the two may be considered as before the court to rebuff defendant’s motion for summary
judgment if they are conforming in other respects. Specificdly, the affidavit and declaration
(collectively, the “ statements’) must be based on persona knowledge and set forth facts that
would be admissible in evidence.

While the statements are admittedly equivocd, this court finds that they are facidly
based on persona knowledge. Trone's statement says that he was the custodian of records at
Whiteviper, that Whiteviper maintained e-mails as business records, and that Trone turned over
those e-mailsto his attorneys. Houck’s affidavit further shows that he received the e-mail
records from Trone's attorneys and then made hard copies of the electronic versons. The facts
attested to in the statements are within the persona knowledge of Trone and Houck,
respectively. The more complex lega question is whether the Whiteviper records are
admissible as evidence.

Initidly, plaintiff faces the burden of authentication. Rule 901 of the Federd Rules of
Evidence provides, in pertinent part:

() Generd provison. The requirement of authentication or identification asa

condiition precedent to admissibility is satisfied by evidence sufficient to support

afinding that the matter in question is whét its proponent clams.

(b) Nludtrations. By way of illugration only, and not by way of limitetion, the
following are examples of authentication or identification conforming with the

2 The Rule 902 advisory committee notes specifically state “A declaration that satisfies
28 U.S.C. § 1746 would stisfy the declaration requirement of Rule 902(11), aswould any
comparable certification under oath.” Fed. R. Evid. 902 advisory committeg’ s note (2000).
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requirements of thisrule:

(4) Digtinctive characteristics and the like. Appearance, contents, substance,
internal patterns, or other digtinctive characteridtics, taken in conjunction with
circumstances.

Fed. R. Evid. 901. Rule 902 excepts certain evidence from the 901 requirements, explaining:

Extringc evidence of authenticity as a condition precedent to admissbility is not
required with respect to the following:

(11) Certified domestic records of regularly conducted activity. The origina or
aduplicate of adomestic record of regularly conducted activity that would be
admissible under Rule 803(6) if accompanied by awritten declaration of its
custodian or other qudified person, in amanner complying with any Act of
Congress or rule prescribed by the Supreme Court pursuant to statutory
authority, certifying that the record--

(A) was made at or near the time of the occurrence of the matters set forth
by, or from information transmitted by, a person with knowledge of those
matters,

(B) was kept in the course of the regularly conducted activity; and

(C) was made by the regularly conducted activity as aregular practice.

Fed. R. Evid. 902(11). Since Rule 902 refers to Rule 803 and vice versa, the issues of
authentication and hearsay are necessaily intertwined in thisinstance® Rule 803 provides, in
pertinent part:

The following are not excluded by the hearsay rule, even though the declarant is
available as awitness:

(6) Records of regularly conducted activity. A memorandum, report, record,
or data compilation, in any form, of acts, events, conditions, opinions, or

3 Rule 902(11) was designed to work in tandem with an amendment to Rule 803(6) to
alow proponents of business records to qualify them for admittance with an affidavit or amilar
written statement rather than the live testimony of aquaified witness. The changes were
recently adopted together in a 2001 amendment. See Fed. R. Evid. 803(6) advisory
committee’ s note (2000), Fed. R. Evid. 902 advisory committee' s note (2000).
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diagnoses, made at or near the time by, or from information transmitted by, a

person with knowledge, if kept in the course of aregularly conducted business

activity, and if it was the regular practice of that business activity to make the

memorandum, report, record or data compilation, dl as shown by the testimony

of the custodian or other quaified witness, or by certification that complies with

Rule 902(11), Rule 902(12), or a datute permitting certification, unless the

source of information or the method or circumstances of preparation indicate

lack of trustworthiness. The term "business' as used in this paragraph includes

business, indtitution, association, profession, occupation, and calling of every

kind, whether or not conducted for profit.

Fed. R. Evid. 803(6).

The question is a close one, but Tron€e' s declaration, together with Houck’ s affidavit, at
least in this posture, satisfy the business records exception to the hearsay rule, and
smultaneoudy solve plaintiff’s authentication problem. Trone' s declaration satisfies Rule
803(6) and rule 902(11) by dtating that the e-mail records were kept in the norma course of
Whiteviper's business and created a or near the time of the matters set forth. In other words,
Trone acknowledges that Whiteviper regularly received orders by e-mail and systematicaly
retained the emails as arecord of the order. Trone would clearly be able to come into court
and testify asto those facts were he available to do so. However, since the e-mail records
changed hands, Trone hinged his declaration regarding the specific record in this case on an
assurance from Houck that the record came from the collection that Trone turned over to
Houck. Houck’s affidavit satisfies that condition. Essentidly, Trone was the custodian of the

records when they were created and when they were maintained by Whiteviper, but once he

turned them over, Trone ceased to have persona knowledge of the integrity of the records.
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Houck's afidavit is evidence of the integrity.
This court notes, in caution, that Rule 56(€)

does not require an unequivoca ruling that the evidence suggested in [&]
particular affidavit would be admissible at the tria as a condition precedent to
holding the affidavit raises agenuineissue. In many cases, it is possbleto say
without qudification that evidence recited in an affidavit under Rule 56(e) would
or would not be admissble; but it isnot so here. Admisshility of testimony
sometimes depends upon the form in which it is offered, the background which
islad for it, and perhaps on other factors aswell.

Corley v. Life & Cas. Ins. Co., 296 F.2d 449, 450 (D.C. Cir. 1961). Trone's declaration and

Houck’ s affidavit raise a genuine issue of materia fact by referring to evidence that could be
admissible and could lead areasonable jury to find for plaintiff as the non-moving party.
Evidence that defendant purchased dectronic devices which are only useful for pirating
plaintiff’s satdlite Ssgnal, together with evidence that defendant hed dl of the other means
necessary to pirate plaintiff’ssgnd, is circumstantia evidence that defendant actudly pirated
plaintiff’ssignal. Because47 U.S.C. §605and 18 U.S.C.

§ 2511 do dlow for private causes of action when a party’s signd has been stolen,® plaintiff has

“ It is clear that Rule 902(11) requires proper notice for areason. The advisory
committee notes state that “ The notice requirement in Rules 902(11) and (12) isintended to
give the opponent of the evidence afull opportunity to test the adequacy of the foundation set
forth in the declaration.” Fed. R. Evid. 902 advisory committee’ s note (2000). In other words,
the burden is put on the opponent of the evidence, given enough time to do so, to show that the
foundation provided by the affiant or declarant is so week asto fail to meet the minima
standards of authenticity established by Article 9 of the Federd Rules. Asthe record stands,
defendant has not met that burden.

> See DirecTV v. Cabading, No. 2:02-3194-18, dlip op. at 3-6 (D.S.C. filed Oct. 29,
2003) (discussing the existence of a private right of action under 18 U.S.C. § 2511); see
generdly, Howers, 773 F.2d 585.
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shown that there is a genuine issue of materid fact as to whether defendant violated these

statutes.

V. Conclusion
It istherefore, ORDERED, for the foregoing reasons, that defendant’ s motion for
summary judgment asto plaintiff’s clamsfor converson and under 18 U.S.C. 8§ 2512 is
GRANTED, and defendant’s motion for summary judgment asto plaintiff’s dams under 47
U.S.C. §605and 18 U.S.C. § 2511 isDENIED.

AND IT ISSO ORDERED.
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David C. Norton
United States District Judge

March , 2004
Charleston, South Carolina
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